
Journal of Network Communications and Emerging Technologies (JNCET)              

Volume 10, Issue 12, December (2020)   

  

 

ISSN: 2395-5317                                                 ©EverScience Publications   1 

    

Designing a Securable Smart Home Access Control 

System using RFID Cards 

Muhammet Baykara 

Department of Software Engineering, College of Technology, Fırat University, Elazig, Turkey 

mbaykara@firat.edu.tr 

Sherzad Abdullah  

Department of Software Engineering, College of Technology, Fırat University, Elazig, Turkey 

sherzad80@hotmail.com 

Published online: 30 December 2020 

Abstract – The RFID Card Entry System describes a technique 

used to manage information and access for persons or visitors 

wishing to gain entrance through the main gate into a city house. 

This system has been designed as a web application connected to 

a database to maintain information regarding residents' or 

visitors' movement within a secured area to control entrance 

through the main gate before providing access to an individual 

house. It provides a security measure for the residents and can 

help minimize the risk of unauthorized access, increase safety, 

reduce theft and accidents, and secure sensitive information. The 

system can equally be used to control movement within a 

commercial organization. This study includes web application 

security clues and systems to prevent attackers from reaching 

highly classified information. This system is highly significant for 

controlling entrance through the main gate before providing 

access to an individual house, preventing the hackers from 

breaking through the security of the web application, and 

guaranteeing confidential data protection. This study's issue is 

that hackers/Intruders can easily penetrate any web application 

security via SQL injection (SQLI), brute force attack, cross-site 

scripting (XSS), and session hijacking. A brute-force attack in the 

web application is set to encrypt sensitive data such as username, 

password, and RFID card number. Therefore, to solve this 

problem and make the security of the database robust 

tremendously, the encryption of sensitive data must be utilized by 

advanced encryption standard (AES) algorithm, strong password 

policy, google captcha, prevent SQLI, reflect XSS, session 

hijacking. This system ensured that it could prevent those who 

intend to enter the main gate, lowers the hacking risk, and keep 

the data protected. The results also demonstrate that the proposed 

approach is straightforward and compelling to secure 

unauthorized procedures on electronic case data by encrypting 

classified information, which results in more powerful 

authentication to simplify the procedure of web application. 

Moreover, it helps web developers ignore and reduce the web 

application's high risks to minimize broken authentication risks 

and avoid leaving the login page. 

Index Terms – Security, Database Security, Web Application, 

Security, RFID, Smart Home. 

 

1. INTRODUCTION 

Applications that are accessed using a web browser over a 

network and developed using web languages such as HTML5, 

Bootstrap, CSS3, JavaScript, and PHP are called web 

applications [1]. In today’s world, web applications provide a 

range of facilities like e-school, e-governance, access control 

system, online shopping, and etc. Security is an important 

aspect in the design of web applications. When planning to 

store critical or sensitive data in your web application, such as 

username, password, RFID card number, several security 

techniques need to be implemented, including strong 

cryptography, detection, SQL injection prevention, and 

mitigation of cross-site scripting attacks. Cryptography is also 

a popular significant, and mainstream procedure to ensure that 

information is protected from attackers. 

Encryption is a method of encoding information so that it is 

unreadable without a cryptographic key. This mechanism 

converts plaintext into an incomprehensible configuration 

known as ciphertext. Decrypting is the procedure that changes 

ciphertext back into plaintext. Current cryptography gives 

confidentiality, prevention, and verification [1]. There are 

currently several cryptographic techniques [2], with AES being 

the current industry standard [3]. 

1.1. Database Security  

A database can be defined as a set of data stored on a computer 

system's hard disk. It allows any authorized user to view, 

quickly and easily access, enter, and analyze data. It is a set of 

tables, views, and queries [4]. The database user interface is 

called a database management system (DBMS). It helps to 

organize information by keeping indices for improved 

performance and quick retrieval. In a modern place of 

employment, a database can provide speed and efficiency. 

Databases today face a different kind of attacks, and it is better 

to identify the attacks on the databases that can be carried out 

to have secure databases. We may classify the major database 

attacks such as SQL injection, brute force attack, cross-site 
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scripting (XSS), session hijacking, weak authentication, and 

unmanaged sensitive data. 

Database security is a set of aggregated measures required to 

protect and secure the database from internal and external 

threats and is one of the most significant concerns all over the 

DBMS [5]. It helps organizations to keep their databases safe 

and enables them to minimize their vulnerabilities while 

increasing the protection of their databases. Furthermore, 

utilizing some database security methods to protect SQLI, 

XSS, brute force attack and session hijacking, encrypting 

sensitive data, and using strong password policy.  

In the modern world, database security is one of its most critical 

and daunting tasks that people face in every area of their lives 

around the world. Databases are complex, and the threats and 

safety problems connected with various databases are not fully 

understood by many database security practitioners [4]. 

The security utilizes various kinds of controls such as 

administrative, physical, and technical checks. Likewise, 

security has quality ingredients in the world of electronics. The 

security of databases is the privacy of personal data kept on a 

server. Several security levels, such as database and system 

administrator, developers, security officer, are included in a 

database [6], and an intruder could compromise safety in either 

of these layers. 

Organizations have to protect and secure the databases from 

purposeful cybersecurity assaults and the spoil of information 

and database from the individuals who can get into them easily. 

Additionally, legitimate and sufficient database security is 

tremendously significant and required. 

In many web applications, input information is taken from 

clients, and comparing SQL questions is executed on the 

server-side to bring or store appropriate information in the 

database [7]. Also, hackers insert malicious SQL codes in the 

input parameter using different methods, including retrieving 

data in the form of errors, conditions, and time. Conceptually, 

security threats can be divided into two primary categories of 

attacks: active and passive attacks, where the attacker gains 

unauthorized access to the system's resources. 

The different types of SQLI are going on when client input isn't 

filtered to set up a getaway character and afterward passed 

them into a proclamation of SQL to the server. This problem 

utilizing a possible method for control of the SQL statement is, 

for the most part, conducted on the objective database 

legitimately by the end-client of the program. Moreover, web 

application SQL injection vulnerabilities are split into three 

levels. According to the complexity of detecting the leak, as 

seen below [8]: 

 SQLI dependent on 1=1 is always true 

To make a client avoid entering "incorrect" input, the client can 

enter some shrewd input this way: TxUserID: 12 OR 1=1; at 

that point, the SQL statement will look like this:  

SELECT * FROM Musers where TxUserID = 12 OR 1=1; 

The SQL command above is valid and will restore all lines 

from the "Musers" table since OR 1=1 is, in every case, valid. 

Additionally, a hacker may gain access to all the client names 

and passwords in the database by inserting 12 OR 1=1 into the 

input field. 

 SQLI dependent on ""="" is always true 

The server takes the username and secret word to execute the 

accompanying SQL inquiry in the database when a client login 

on a site: username: sherzad80@hotmail.com and secret word: 

PassAcs#20. 

SELECT * FROM Musers where useremail= 

"sherzad80@hotmail.com" AND Password ="PassAcs#20"; 

The attacker may gain access to usernames and passwords in a 

powerful web application by basically entering “OR ""=" into 

the usernames or secret word text box:  

 

The code on the server will execute the following query: 

SELECT * FROM Musers where useremail="" or ""="" 

AND userpassword ="" or ""=""; 

In the above example is valid and will restore all records from 

the "Musers" where, OR ""="" is always true. 

 SQLI dependent on batched SQL statements  

A bunch of SQL statements is a group of at least two or three 

SQL statements, isolated by semicolons. The SQL 

proclamation underneath will recover all lines from the 

"Musers" table and then remove the "accommodation" table.   

SELECT * FROM Musers; DROP TABLE accommodation; 

At the point when client id: 12; DROP TABLE 

accommodation. The up to date SQL statement would be as the 

following: 

SELECT * FROM Musers where MUserID= 12; 

DROP TABLE accommodation; 

$Userexpecteddata = 12; 

SELECT * FROM Musers where uid=$Userexpecteddata; 

To produce a malicious series  

SELECT * FROM Musers  where uid=12; DROP TABLE 

Musers; 

Figure 1 shows a working diagram of SQL injection. 

Cross-Site Scripting (XSS) operates by manipulating an 

insecure website to return the malicious script to clients. When 

the unauthorized code is executed within the victim's browser, 
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the hacker will compromise its interplay with the application to 

the complete. Three key categories of XSS attacks exist: 

• Avoid XSS from the current HTTP request where the 

malicious script originates. 

• Stored XSS where the malware script creates from the web 

application; 

• DOM based XSS, where client-side code is vulnerable instead 

of server-side code; 

Example for prevent XSS vulnerability: 

https://insecure-acs.com/level?msg= control entrance+ 

through the + main gate. 

<p> level: control entrance through the main gate. </p> 

Therefore, no processing of the data is done by the application, 

so an attacker can easily create an attack like this: 

https://insecure- acs.com/level?msg=<script>/*+ wrong 

+data+ in this place. + */ </script> 

<p>level: <script>/* wrong data in this place. 

*/</script></p> 

An example of a stored XSS vulnerability. An application for 

a message board enables users to send messages that are shown 

to other users: 

<p>Hi, my project is very interest!</p> 

Here, no other data processing is carried out by the application, 

so an attacker can send a message that targets other users easily: 

<p><script>/* wrong data in this place. */</script></p> 

An application, for example, uses JS code  to read the textbox 

from an input field and write the value to a component in 

HTML: 

var find = document.getElementById('Find').value; 

var output1 = document.getElementById('output1'); 

results.innerHTML = 'You finded for: ' + find; 

If the attacker is able to manipulate the input field value, they 

can easily create a malicious value that causes them to execute 

their own script: 

You look for: <img src=1 onerror='/* Poor employee here 

...*/'> 

In a typical case, the input field, such as the URL query string 

parameter, will be filled from the request message section. It 

allows an attacker to execute an attack using a malicious 

Website in the same way as the reflected XSS. 

 Most of the web application databases contain three layers: the 

backend layer is a database server, the frontend layer is the 

client browser/server, and the middle layer covers most of the 

applications. It is enhanced more often by a web server-side 

scripting language such as PHP [9]. Figure 2 shows a working 

diagram of a web application server. 

 

Figure 1 Working SQL Injection 

 

Figure 2 Web Application Server 

1.2. Brute Force Attack 

Brute force attack is a very well-known act among the 

intruders. It is an action that includes sequential and 

progressive endeavors of attempting different secret key 

combinations to break into any site. This endeavor is done 

enthusiastically by hackers who additionally utilize bots. They 

have been installed malignantly in different PCs to support the 

computing power needed to run such assaults. The general idea 

https://insecure-acs.com/level?msg
https://www.oreilly.com/library/view/oracle-jet-for/9781787284746/9f553d76-d2b3-4054-971c-7d2025bb1839.xhtml
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is good here, but you need to make yourself more transparent 

and precise [10]. 

Moreover, a brute force attack is an endeavor to beak a 

password or username or find a secret web page or the key 

utilized to encrypt a message, using a trial and glitch approach 

to anticipate properly. It is an old assault strategy, but it's still 

valid and well-known with hackers. For example, brute force 

attacks are regularly utilized to attack authentication and 

uncover secret content/pages inside a web application. These 

assaults are commonly sent through GET and POST requests 

to the server about authentication. Brute force attacks are 

frequently mounted when a record lockout strategy is not set 

up. 

The purpose of a brute force attack is to obtain access to a 

resource that is otherwise limited to other users. It can be an 

administrative account, a password-protected site, or a 

specified website to list valid emails. Also, to access a 

legitimate account can mean compromising the entire platform 

that can be used by bad actors as part of their websites that are 

compromised. To avoid brute force attacks, there are several 

ways. 

 Advanced Encryption Standard (AES) 

One of the most popular and commonly symmetrical block 

cipher algorithms is the advanced encryption standard (AES) 

algorithm, trusted and unbreakable of the future used 

worldwide. It was originally named Rijndael that was 

published by the National Institute of Standards and 

Technology (NIST) of the United States of America in 2000 

[11]. AES is typically considered invulnerable to all attacks, 

except brute force, which threatens to decode messages in the 

128, 192, or 256-bit cipher using all possible combinations for 

heavy-duty encryption purposes [12]. It is the cryptographic 

algorithm used to encrypt electronic data that is FIPS-

approved. 

Another AES solution is a block cipher, an algorithm that 

records information on a per-block basis. Each block's size is 

typically measured in bits. E.g., the 128 bits (AES) are long, 

which means that AES will produce 128 bits of ciphertext on 

128 bits of plaintext. The use of keys during encryption and 

decryption processes are required by almost all modern 

encryption algorithms (AES). It provides three keys of 

different lengths: 128-bit, 192-bit, and 256-bit keys. The 

lengthier the key, the better the encryption. AES 128 

encryption is, therefore, the least efficient, while the strongest 

is AES 256 encryption. Therefore, each round's encryption 

process follows four steps, such as sub bytes, row change, 

column mix, and round key add. Each round inverse follows 

four steps for the decryption procedure, too. 

 Strong Password Policy 

Each web application should implement the use of strong 

passwords. Standard accounts for users needed to make at least 

eight characters in length consists of numbers, contain both 

upper and lowercase alphabetic and special characters until to 

secure the strong password from the hackers when the attacker 

tries to break the password [13]. 

Hence, a strong password is the easiest way to stop hackers 

from getting inside or attempt from users, do not forget some 

tips to create a strong password such as do not use personal 

information when creating a password, create unique 

passwords for each account, never write them down, change 

passwords frequently, never share, beef up computer security 

and do not click on checkbox remember password in the 

internet browser.   

 google reCaptcha 

Captcha is now widely used on websites. Bots prevent 

automated scripts from being executed, which are primarily 

used in brute force attacks.  It is a good and highly efficient 

method of stopping bots and automated tools from performing 

website acts by offering them obstacles before they can even 

log in. The attacker uses automated programs to quicken the 

injection process. We are using re-captcha to solve this 

problem [14].  

 Session Hijacking  

Session hijacking is a type of attack on any user session running 

on an internet network connection. The user already remains 

logged into the active session of his profile or account. It helps 

protect the users as they have to create a new session to access 

the server. 

It also stops session hijacking that creates a function, calls the 

function, and starts the header session on every page. It is also 

used to check it when every user wants to log in to the system 

requiring checking it before accessing it. If the session ID is 

valid, they will be able to log in, but if the session ID of the 

user is not valid, it will redirect the user to the page login. 

Measures should be conducted by both the client and server 

sides to protect against session hijacking. Some other ways to 

prevent session hijacking are empowering the client-side 

protection as suggested by taking preventive measures for the 

session hijacking on the client-side. Users should have good 

antivirus and anti-malware applications, and the software 

should be kept up to date. Apart from monitoring the IP address 

and SSL session ID, the engines also monitor HTTP headers. 

Each header adjustment adds penalty points to the session, and 

as soon as the points reach a certain amount, the session gets 

terminated. This cap is configurable. It is reliable because it 

will have a different HTTP header order when an intrusion 

happens. 

Most TCP connections use HTTP to communicate, so each 

link's unique identifier is necessary for every server. A session 

is a unique identifier created to identify the current interaction 

session stored in a cookie by a server sent to a client. For the 

identification of a specific client, a cookie is a short text file. 
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Data is transmitted over HTTPP since cookies on the PC. 

Session hijacking requires stealing the user's login information 

and using the information later to act as the user. The hijacking 

attack is hazardous from the security perspective [15]. To 

prevent session hijacking, one can use every page's header 

method to reduce the risk. 

The best benefit of a session hijacking is that the malicious 

attacker can reach the server and access its data without 

registering it. Besides, to help him hack it in the future or 

simplify a data-stealing process, he may also change the server. 

Most methods of session hijacking concentrate on two aspects: 

the session ID and the sequence number of the session. 

1.3. SQL Injection Attacks (SQLIA) 

Currently, SQLI is recorded as one of the main and top 10 

vulnerabilities to web applications between 2007-2010, which 

is certified by the open web application security (OWAS) [16]. 

It is a type of attack used by web application hackers. The 

attacker can access the database data via the internet to modify 

SQL statements using SQL code with a web form user input 

box to obtain unauthorized access to data from the website 

database server. It is also a backend database tool used by 

hackers to insert malicious SQL codes or input data from the 

client to the server to gain control of a web application. Also, a 

good SQL injection exploit can read sensitive database 

information [17].  

1.4. Cross-Site Scripting (XSS) 

It is a sort of injection that injects malicious scripts into 

otherwise benign and trustworthy websites and is unarguably 

the common reason for the demise of web applications. 

Besides, a hacker works by crafting a malicious URL into the 

browser to compromise the application's security. Eighty-two 

percent of vulnerabilities were located in the application code. 

XSS enables malicious code to be injected into the user script 

of pages viewed by other users [18]. 

2. RELATED WORK 

This section reviews the literature on the database, 

requirements, and design of the ACS using ID cards. The 

access control was a security technique designed to provide 

rapid and convenient access for to the authorized person, 

saving the organizations while restricting access for 

unauthorized people, but other businesses that experience a lot 

of foot traffic from visitors or clients [19].  

The previous research SHA-1, MD5, and SALT used 

algorithms. Each of them was used separately to encrypt 

sensitive data such as usernames and passwords. These 

algorithms are still straightforward and weak to be decrypted 

by hackers [20] using strong cryptography to encrypt sensitive 

information and prevent cyber-attacks compared to our 

research using the AES algorithm. It is a highly reliable, faster, 

and more efficient encryption algorithm. Due to its great skill, 

this algorithm is widely used [21]. 

According to previous studies, the microcontroller gathers data 

from sensors. All the data is stored in a text format on a memory 

SD-card. The text file will be kept on the SD card for a week 

or longer. After that, the machine deletes all the information 

and begins storing new information.[22]. Compared to this 

paper, using ESP32 connects to the RFID reader directly and 

saves more data in the MYSQL database than a text file. 

RFID technology has yielded numerous benefits and 

advantages, making the library management processes 

efficient, saving time and workload of administrating users 

such as contactless payment, inventory control, shipment 

tracking, etc. Also, the exultation of RFID technology in 

libraries in a developed country such as India, for instance, has 

brought a substantial improvement in services like recharging 

itself materials handling, security, fast-moving stock storage, 

and turned them into safety tracking systems that combine 

safety with useful material tracking across the library, 

decreasing the data input mistake, enhanced client service, and 

updates [23]. On the other hand, RFID technology is used in 

various area such as enhanced self-checking in libraries, check-

out, monitoring, shelf charging/discharge, reliability, fast 

inventory, and automated material handling [24]. 

In our study, it is used to secure any residential places. It can 

also be changed to a manual system, helping secure all the 

cities' gates and safe time to save, process, and retrieve. Hence, 

in this system, all users are identified according to their status: 

number one is used for resident users, number two is used for 

visitors, number three is used for shipment tracking, and 

number four is used for urgent statuses. Furthermore, you may 

add more statuses separately to control the data according to 

the system. 

All the residents of this venue who have given RFID card can 

use it to enter the main gate of the city, but when other users 

such as visitors or shipment tracking trying to enter, they 

should send their full name, mobile number, and the timing of 

the visit to the resident’s portals. The information will be 

available to the checkpoints of the cities. But, urgent visitors 

should be made an RFID card by an administrator of the system 

entailing all the needed information allowing him or her to 

enter the city. 

RFID systems have become famous for automated applications 

in the identification and supply chains. Additionally, in supply 

chain applications, the RFID tag is expected to replace the 

barcode. However, this system introduces new problems such 

as the invasion of user privacy and unnecessary access to 

information. While the RFID tag allows for more efficient 

supply chain management, it may also allow access to credit 

information and buying patterns without their consent. 

ACS can be used to strengthen overall security while reducing 

the time-consuming control of access for a large number of 

candidates. Technologies that are widely used are RFID and 

smart cards. RFID ensures simultaneous reading of defined 
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objects, and smart cards provide storage space and allow 

information processing.  

A client-recognizing framework is created utilizing an RFID 

innovation to register, monitor, and control an access pass for 

security purposes. The framework performance shows 

validated and successful information records [25]. 

The study is intended to start preparing the correct models and 

designs for the RFID system, including domain models, 

requirements, business process models, and client interfaces, 

based on an access control framework and its architecture [26]. 

This paper study analyzes gate control engineering systems' 

works using an RFID card. It aims to an impenetrable 

protection system, especially in medicine, documents, and 

other valuable objects, and obligatory is within higher 

intelligence [27]. The main reason of the study is why the 

protocol design is not robust and why the protocol correctness 

cannot be guaranteed. 

This paper work to layout and boost a clever garage system 

using a microcontroller with cloud-connected sensors through 

IoT units the system developed is a prototype designed with 

Arduino NodeMCUs to display the proposed framework [28]. 

Database security guarantees the secrecy, respectability, and 

accessibility of an association's databases. The protection of 

databases requires the usage of a wide range of security 

information measures to securing databases. Database 

management technology has gained worldwide popularity 

because of the heavy dependence on online record 

maintenance. Almost every business area such as finance, 

transport, education, culture, healthcare, etc. use the database 

technology. Built-in web applications with monitoring and 

validation techniques for privileged database access use PHP 

and MySQL [33]. 

The improved HTML material contains a malicious vector 

targeting web-related threats. Attacks by XSS are direct. PHP 

programming is essential for safety, and PHP provides a few 

tools to test database questions and the HTML display. The 

obligation requires to close the site to protect the cross-site 

scripting or SQL injection ambushes [29]. 

2.1. Microcontroller 

The ESP32 NodeMCU is a low- power and cost system 

powered by the double-core Tensilica Xtensa LX6 

microprocessor [30] microcontrollers Bluetooth and Wi-Fi 

abilities. Because of the platform's cost-effectiveness, the 

RFID program's usage for protection purposes is becoming 

increasingly widespread. The system combines Arduino UNO 

and RFID technologies. The initial design of the electronic 

circuit was carried out using the Proteus software. RFID and 

Arduino have serial communication links [31]. It gathers data 

from sensors and stores the data on the memory SD-card in a 

text format. The text file is stored on the memory SD card for 

a week after the system, and new data erase all the information 

recorded [22] [32]. Figure 3 shows the connection between 

microcontroller and a servo motor. 

 

Figure 3 Connected Microcontroller with a Servo Motor 

RFID technology was used the access control system because 

RFID technology facilitates data transformation and vastly 

reduces human effort and error. Radio waves are used to pass 

data to a reader from the tag. 

2.2. Servo Motor 

A servo motor is an electric device that can precisely move or 

rotate an object. If an object needs to be rotated at a certain 

angle or distance, then a servo motor is required. An electrical 

pulse decides the position of a servo motor and positions its 

circuit next to the motor. It is a machine containing an encoder 

that transforms the mechanical motion (shaft turns) into digital 

pulses that a motion controller interprets. It also involves a 

driver, and together they make up a circuit that regulates the 

position, torque, and velocity. It also receives data from the 

ultrasonic sensor. If the data is valid, the gate will be open. If 

not, the gate will remain closed while the servo motor is 

connected to the chip microcontroller (ESP32). 

2.3. Ultrasonic Sensor 

The sensor is a device, module, machine whose reason for 

existing is to detects and responds to some contribution from 

the physical condition and send the data to different hardware. 

It operates by transmitting sound waves at frequencies that are 

too high to be detected by humans. It then waits to observe the 

sound reflected, measuring the distance based on the required 

time. It is similar to how radar tests the time it takes for a radio 

wave to return after it reaches an object. Many embedded 

systems exist to gather information from the sensors. The 

microcontroller profound rest abilities to save power, and it is 

wakeful just when we have to take reading. 

2.4. Problem Statement 

Security is a serious problem, especially for the residents and 

foreigners who live in city houses. Due to the increase of 

crimes, these buildings' security protocols are paramount to 
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create safe and better life protection for residents. DBMS's 

major attacks can be categorized: SQL injection, cross-site 

scripting (XSS), brute force attack, session hijacking, weak 

authentication, and unmanaged sensitive data. 

Generally, the manual system is slow because all users do not 

identify and do not utilize RFID cards when residents or 

visitors wish to check-in and check-out needed signature. It 

increases size, loses data, and searching for the person's or 

visitors' names take a long time. The manual system of each 

person needs authentication to enter the workplace or building. 

These people's full should be registered on the list, mobile 

number, date, and time of visit. Also, registration of the plate 

number of many cars will be done manually. Furthermore, 

using notification in the manual system was considered a 

complicated process in renewing or extending the cards 

because it needed to inform the administrator. 

2.5. Objectives 

These studies aim to provide a solution to the problem in the 

existing system, to create a new system that will help city 

houses to facilitate the entry of residents, visitors through the 

main gate, and to help find any accidents in the area with 

information recorded about everyone who has checked-in. This 

system can also help speed the entrance process, ensuring that 

people do not need to stand in long queues and wait to be 

checked by a control officer. 

This study utilizes a security system for residential buildings or 

workplace entrances that use ACS and implement security 

measures to prevent unauthorized access. And it aims to protect 

data privacy, and to improve a secured web application by 

using some methods such as preventing SQLI, XSS, and brute 

force attack, encrypting sensitive data, stopping session 

hijacking and using strong password policy. 

3. PORPOSED MODELLING 

 In this study we implemented a security system for 

residential building or workplace entrances that uses ACS 

and implements security measures to prevent unauthorized 

access and to protect data privacy, securing database from 

brute-force attack in the web application to encrypt 

sensitive data such as username, password, and RFID card 

number and stored, that protects the (AES) algorithm. It is 

also transferred from client to server, storing in MySQL 

database to secure them from hacking, and it is also a great 

algorithm to protect texts.  

 This study implements a security system for residential 

buildings or workplace entrances that uses ACS and 

implements security measures to prevent unauthorized 

access, protect data privacy, prevent SQL injection, cross-

site scripting (XSS), and session hijacking. 

 The main purpose of sending SMS to mobile phones by 

using the bulk SMS API to renew the RFID card and during 

the payment process is to receive service payments. 

 The system can easily monitor each person entering the 

main gate by using RFID cards and keeping the area safer, 

such as reducing crimes, robbery, and secure sensitive 

information within a limited time. 

 The system can easily monitor each person entering the 

main gate by using RFID cards and keeping the area safer, 

such as reducing crimes, rubbery, and secure sensitive 

information within a limited time. 

 It manages the system automatically and accurately, 

controlling user access and recognizing an individual RFID 

tag to match and transmit infrared signals. 

3.1. Radio Frequency Identification (RFID) 

The access control system uses Radiofrequency identification 

technology because this technology allows data transformation 

dramatically decreases human effort and mistakes. It can be 

used as an access control system (ACS) as a high-security for 

a specific area.  

Moreover, it holds information about the holder, such as 

names, an invalid date, date, time, action status of card (active 

and de-active), and the user's type status (resident, visitor, and 

shipment tracking). Hence, it is flexible to renew or extend 

RFID card validity and needs a reader to access its information. 

The reader can easily read more cards, as approximately 40 

RFID tags can be read per second. 

RFID tags can run over much larger distances. At up to 300 ft, 

the details can be read from a tag. Its tags can store more data, 

be durable, reusable, and encrypting or greatly increased [33]. 

The RFID system consists of a transponder, an antenna, and a 

transceiver with a decoder. From reader-connected antennas, 

they emit a radio signal. The energized tag of the card 

modulates the information saved in its memory and transfers it 

to the reader; the tag's information is obtained. The RFID 

reader decodes the data and transfer  it to the application server 

[34]. 

The proposed system is a low-power and low-cost system 

powered by the double-core Tensilica Xtensa LX6 

microprocessor that monitors and controls every resident or 

visitor entering through the main gate in which an (IoT) unit 

including the ESP32/ESP8266 is protected and maintained, a 

series of Wi-Fi and Bluetooth-capable chip microcontrollers. 

This system aims to attach a microcontroller to the RFID card 

reader and the servo motor. It also incorporates security 

measures to avoid unauthorized access and protect the privacy 

of data. 

In this system, all users are identified according to some status, 

such as resident users, visitors, and shipment tracking—also, 

separate data in the system. Depending on the statuses to 

control the data, it depends on the cards' action status, such as 

"active card" and "de-active card". That shows allowed and 

unauthorized cardholders by each user, respectively. Hence, 

information on the ID card, such as the valid date and name, is 

file:///C:/Users/New_York10010011200/Downloads/Pintrest/ESP32%23_ENREF_34
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included. To grant/deny access to the house, it can be used 

against a database. The system provides access to the 

cardholder and records the date and time of whether the card is 

active. However, if the card is invalid, the machine rejects the 

card and records the date and time of the attempt for safety 

purposes, and an admin may use the card to know the number 

of attempts recorded at a later date and time. Intelligence 

departments will do this to investigate and gather data on the 

suspects who committed the murder in the case of crime. 

Most access control systems nowadays often have three forms, 

namely access control (DAC), mandatory access control 

(MAC), and role-based access control (RBAC). According to 

Adole, Môm, and Igwue (2016), the system alerts mobile SMS 

to consider using a GSM modem [35], but in this paper,  we 

use the bulk SMS API in the PHP file for access cards when an 

extension is invalid or required. 

3.2. Hardware and Software Requirements 

The system has the following specifications for hardware and 

software: 

 Software Requirement 

The majority of databases for web applications include three 

layers: 

A Database Server is the backend layer. 

A customer's browser is the frontend layer. 

Most of the applications occupy the middle layer. 

A web server-side scripting language such as PHP is most 

frequently used [9]. 

o Frontend Layer: The user interface (UI) is a web-based 

(HTML, CSS, Bootstrap, JQuery) framework. 

o Backend layer: The functioning of applications and pages 

is under the responsibility of the backend. The MySQL 

database is used for storing information using web 

technologies. 

  Hardware Requirements  

A monitor, microcontroller (ESP8266/ESP32), servo motors, 

MFRC522 RFID reader, RFID tags, jumper wires, breadboard, 

and micro USB cables are included in the IoT unit. A general 

working diagram is given in Figure 4 for Access Control 

System. 

Speed is the considerable difference between manual and 

computerized systems. In access control, data processes and 

reports are generated much faster than manual systems. The 

manual system is generally slow, increasing the data size, and 

takes long time to search for the individuals or visitors' names 

to find prior check-in. In fact, if individuals or guests try to gain 

entry to a city house via the main gate, they may get into 

difficulty. 

 

Figure 4 A general Working Diagram of Access Control 

System 

The program can be automatically calculated by software 

programs to eliminate errors and maximize performance. The 

system will produce reports and backups literally by pressing a 

button in a computerized system once data is entered. However, 

by no longer having staff members and reducing paperwork, 

and making information retrievable, searchable, and storable, 

this method can increase accuracy [36]. 

3.1. Methodology  

This study helps to minimize the constant threats and attacks to 

database security by using numerous approaches. The 

methodology's study consists of AES, SQLI, XSS, session 

hijacking, using captcha, connecting (IoT) devices, and backup 

and restores the database. 

 Advanced Encryption Standard (AES)  

AES is a specification for encrypting sensitive information, 

storing your passwords in the database, and using the AES 

algorithm to encrypt. Secret key encryption or symmetric 

encryption as a key to encrypting and decrypting data is also 

known to use a single key. 

o Encrypt sensitive data by secret coding. 

o The process is reversed when decrypting data.  

o Retrieve from the database the secret details and 

encryption key. 

Using the following procedure to decrypt with the same 

password key (ACS%byRFIDCard): 

$decrypted = 

openssl_decrypt(base64_decode($user_encrypted_TRFID

Card1), $methood, $ky1, OPENSSL_RAW_DATA, $iv1); 

 Session Hijacking 

file:///C:/Users/New_York10010011200/Downloads/Pintrest/Difference%23_ENREF_36
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Session cookies are intended to be accessible to the logged-in 

user's browser session. The following method is used: 

<?php session_start();  

if(!isset($_SESSION['valid']))  

{ header('Location: index.php');} 

?> 

 Using Captcha 

To utilize captcha in the web application. 

following line of code is placed between the <head> tags: 

<script 

src='https://www.google.com/recaptcha/api.js'></script> 

 Connecting (IoT) Devices  

This project is a security measure for the residents or visitors 

wishing to gain entrance to city houses at a specific time and 

saves their records in the database. This project uses an ESP32, 

RFID reader, servo motor, and ID card/tag. The 

microcontroller provides the principle MCU to connect with 

the RFID reader and read the different users' RFID cards. 

Likewise, the ESP32 sends the ID card number to the database, 

and it connects to the servo motor. 

 Furthermore, this method utilizes to save and send data via a 

Wi-Fi connection to the web server by using SSID and 

password. Also, it sends a POST request to send our RFID card 

value to our server. The URL must be changed to the file PHP's 

name to request data and insert it into the database. It should be 

changed the following lines of code looks like this: 

const char* ssid = "KL21"; 

const char* password = "KLCC2021"; 

const char* serverName = "http://acs-

solution.info/Admin_ACSID/DB_AddEntrance.php"; 

After editing the codes, plugin your NodeMCU with a USB 

cable, and on Arduino software, click the upload button. The 

project stores all of the relevant user information. The system 

first registers a new customer, and the corresponding data is 

transferred to the RFID card. In this case, when a user comes 

to the point of entry and puts their RFID card into the reader, 

the RFID card will be accessible through the system. The 

system checks and matches the data in the database to see 

whether it is registered.   

To connecting IoT devices, include two steps below:  

 Steps of connecting microcontroller with servo motor: 

o GND connect to ESP32 GND pin; 

o Power connect to ESP32 VIN (5 V) pin; 

o Signal connect to D14. 

 Steps of connecting microcontroller with RFID card 

reader: 

o Hook GND pin connect ESP32 with GND from RFID 

card reader. 

o Hook 3V pin connect ESP32 with 3V from RFID card 

reader. 

o Hook SDA pin connect ESP32 with D5 pin from RFID 

card reader. 

o Hook SCK pin connect ESP32 with D18 pin from RFID 

card reader. 

o Hook MQSI pin connect ESP32 with D23 pin from 

RFID card reader. 

o Hook MISO pin connect ESP32 with D19 pin from 

RFID card reader. 

o Hook RST pin connect ESP32 with D22 pin from RFID 

card reader. 

Figure 5 shows the flowchart of access control system. 

 

Figure 5 Flowchart of Access Control System 

If the card is active and is not been valid, it gives access to the 

cardholder and records its date and time. The gate opens and 

sends a command to the microcontroller ("gate open") to allow 

the user's entrance after effective authentication and 

automatically closes after a specified interval of time. This 

command is sent by Wi-Fi and is stored as user information, 

such as the ID card number, date and time of entry, and status 

check-in, in the system. But, if the card is invalid, then the 

system rejects the card/cardholder. 
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 Admin  

The admin is responsible for the data's security and integrity, 

creating user accounts, and assigning passwords. The main 

admin can log in to the database and access it to insert, edit, 

delete, and can view tables containing information such as city, 

project name, zone, accommodation type, tower name, floor 

number, accommodation number. Admin can also add a new 

authorized person for accommodation and generate new ID 

card status. 

 User 

When a user creates an account with the admin, a username, 

and password, they will receive an email from the database, 

which must be confirmed to activate it. Any user can access 

their account anywhere; they can also easily add a record to list 

visitors, such as a visiting relative or friend or a taxi driver. 

 Control Gate  

The control manages unlimited gates and shares or revokes 

access. It also makes sure that people with authorization gain 

access to different facility areas. In this way, security can be 

guaranteed, and any part of the facility can be monitored. 

System control is widely used in residential zone, commercial 

zone, universities, etc. ACS is typically administered in a central 

location. Anyone can enter the area or city house using their ID 

card. 

4. RESULTS AND DISCUSSIONS 

According to the OWASP [37], the popular security 

vulnerabilities are brute force attack, unencrypted data, and 

session hijacking in the top ten most common database security 

problems. 

This study implements a security system for residential 

buildings or workplace entrances that uses ACS and 

implements security measures to prevent unauthorized access 

and protect data privacy. Moreover, this study make the system 

more sensible to prevent and make more secure against SQLI, 

XSS, brute force and session hijacking attacks. The system 

encrypt sensitive data such as username, password, and RFID 

card number and use strong password policy in web application 

using AES algorithm. Thus, it becomes robust to brute force 

attacks. 

Types of AES 

Key Size + 

Data Block 

Size  

Matrix 

Block  

No. of 

Round 

AES 128 128 4 x 4  10 

AES 192 128 4 x 6  12 

AES 256 128 4x 8 14 

Table 1 Structure of AES 

In addition, there is a transformation method used for the 

encryption process that includes some substitution, 

transposition, and mixing functions, with the achievement of 

producing a higher production of ciphertext. The round number 

is associated with each key size, which provides a highly secure 

system [38]. Table 1 shows different AES algorithm and its 

specifications. 

 AES is a cryptographic algorithm with a block size of 128 

bits. 

 For AES, three different key sizes are allowed: 128, 192, 

or 256 bits. The majority of our argument will presume 

that the key size is 128 bits. 

 For encryption 128-bit keys, it requires 10 rounds for 192-

bit keys. It requires 12 rounds for 256-bit keys.  

 It should be remembered that higher performance 

specifications come with a longer key and more rounds. 

The results demonstrate that the proposed approach is 

straightforward and compelling to secure unauthorized 

electronic case data procedures by encrypting classified 

information, resulting in more powerful authentication to 

simplify web application design. Moreover, it helps web 

engineers ignore and lessen the web application's high risks to 

minimize broken authentication risks to avoid leaving the login 

page. As a result of the (IoT) devices, this method can help 

speed up the entrance process, ensuring that people do not need 

to stand in long queues and wait to be checked by a control 

officer. 

The device has a computer controller with the user's check-in 

and check-out information record. The user must have an RFID 

card holding personal data to control the gate by servo motor 

automatically—the servo motor functions as an actuator that, 

in real-time, the gate will open and close. In real-time, the 

reader detects the RFID card: if the user is active, the gate 

opens and, after a given time, closes again. In this study, 

information about user authentication is matched on the 

database. If the user is null or has no registered database record, 

then the gate will not open. 

This system was successfully implemented in a secured 

residential building and workplace so that only an 

authenticated individual could access the secure place. When 

the user's RFID card is matched in the MySQL database, the 

user can enter the city house through the opened gate. The user 

can add a visitor name in their account, which allows the 

name/s to be displayed directly in the control point's visitors 

list. 

This software helps every residential building and workplace 

in various ways. It helps in creating and renewing the ID card 

and in gathering service payments in a timely fashion. It's 

possible to install the system in various safe places. A user's 

record can also be updated by the system, such as how many 

times the user checked-in. All user transactions are stored in 
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the database server. Administrators can access the database 

server and see all the records. Also, they can notify people by 

using bulk SMS API to send SMS messages. 

An internet browser's graphical UI (GUI) enables web 

administrators to deal with the appearance and highlights 

accessible in the UI (Figure 6). When designing a database, the 

GUI needs to be user friendly. Initially, we ordered and classify 

the modules into the following parts: admin, user, control point, 

visitor, city name, project name, zone, type accommodation, 

tower name, floor number, and accommodation number. 

 

Figure 6 Login to User Account 

 

Figure 7 Encryption RFID Card Number by AES Algorithm 

The Figure 7 shows the RFID card information encrypted with 

the AES algorithm in the database. Figure 8 shows the visitor 

user information display on the administrator page. 

 

Figure 8 View Visitors in User Account 

Figure 9 is the interface for adding a new user or visitor to the 

system and showing the requested information.  

Figure 10 is the interface showing the administrators registered 

on the system with high authority. 

 

Figure 9 Add a New Visitor in User Account 

 

Figure 10 View Users in Administrator Account 

 

Figure 11 Add Accommodation (Building, Office) 

 

Figure 12 Test the RFID Card Reader, ESP32, and Servo 

Motor 
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5. CONCLUSION 

This study focused on its use of RFID tools to manage 

information and access for persons or visitors wishing to gain 

entrance through the main gate into a city house by designing 

a web application and centralized database to provides a 

security system for residential building or workplace entrances 

that uses ACS and implements security measures to prevent 

unauthorized access and to protect data privacy.  For instance, 

increase safety, reduce theft, and robbery. It is also used to 

secure sensitive information such as username, password, 

RFID card number against brute-force, SQLI, XSS, and session 

hijacking attacks via encrypting data, and strong password 

policy the web application.  

This study utilizes an advanced encryption standard (AES) 

algorithm, which is protected strong cryptography from 

encoding confidential information and session hijacking and 

providing a robust architecture for designing a securable city 

house. Access control system uses RFID cards.  

Also, to ensure your dynamic web application's security in a 

professional way to prevent brute force attack and seldom to 

choose passwords for every account, a secure password 

manager is used to prevent hackers from breaking into the web 

application and database. Therefore, this study will assist you 

in continuing to lower the risk of intrusion, and enhancing 

programming patches to close up possible attack channels is 

perhaps the most ideal approach to protect your database 

servers safe. 

Finally, this project configures SMS API to send SMS messages 

to mobile while renewing the RFID card, either individually or 

as a group, and gathers payments monthly or yearly. 

Furthermore, any person living in the building can add a visitor's 

name to their account and show visitors to the control point 

office. 
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